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STRATEGY FOR DIGITAL TRANSFORMATION OF CHEMICAL ENGINEERING IN UKRAINE DURING
WAR

This article delves into the concept of Industry 4.0 as a transformative force in modern manufacturing, with particular focus on its impact on Ukraine’s chem-
ical engineering and mechanical industries. It explores the core technologies driving Industry 4.0 — including cyber-physical systems, the Internet of Things
(IoT), artificial intelligence (Al), big data, and cloud computing — and emphasizes how their implementation can drive productivity, efficiency, and innova-
tion in manufacturing processes. Special attention is given to enterprises within Ukraine's chemical engineering sector, highlighting the specific challenges
they face amid the ongoing 20142025 war with Russia, which has severely damaged industrial capacities in the northern, eastern, and southern regions of
the country.
The study identifies how the adoption of Industry 4.0 technologies is not just an opportunity but a necessity for Ukraine’s industrial recovery and internation-
al competitiveness. Through a comprehensive SWOT analysis, the article evaluates internal strengths (such as skilled human capital and integration with the
global IT sector), weaknesses (including limited financial resources and outdated infrastructure), opportunities (such as access to EU programs and export
potential in dual-use technologies), and threats (from war-induced destruction, investor insecurity, and brain drain). Special focus is placed on how enterpris-
es in chemical engineering machinery can benefit from technological foresight, digital transformation, and circular economy principles to rebuild and mod-
ernize in a sustainable way.
In this context, the article calls for systemic government support, strategic investments, and deeper cooperation between industrial enterprises, research insti-
tutions, and international partners. It also stresses that the country’s long-term success in adopting Industry 4.0 technologies depends not only on overcoming
internal barriers but also on winning the war and ensuring political stability. By leveraging its engineering potential and adopting future-oriented industrial
policies, Ukraine can align its key sectors with global technological standards and position itself as a competitive player in the post-war industrial economy.
Keywords: chemical engineering, industry 4.0, digitization, technologies, modernization, SWOT analysis

M. B. IITJYFHHH, C. I1. KPUBITbOBA

CTPATEI'IS HU®POBOI TPAHC®OPMAIIIL XIMIYHOI IH)KEHEPIi YKPATHU ITIJ] YAC BITHA

V¥ crarTi posrisgaethes kouuenuis Iugycrpii 4.0 sk notyxuuii gpakrop Tpancdopmanii cyyacHOro BUPOOHHITBA, 3 OCOOIMBUM AKLEHTOM Ha ii
BIUIMB Ha IIIPUEMCTBA XiMIYHOTO MAIIMHOOYyBaHHS Ta MeXaHIUHOI ramy3i B YKpaiHi. AHai3yI0ThCs KIHO4OBI TexHouorii [Hayctpii 4.0 — xibepdiznuni
cucremu, Inrepuer peueit (IoT), wryunnii intenext (Al), Benuki AaHi Ta XMapHi OGUMCICHHS — Ta MiJAKPECTIOEThCS, SK IX BIIPOBADKCHHS CIpHsE
MiJIBULICHHIO e(EeKTUBHOCTI, THYYKOCTI Ta iHHOBALiMHOCTI BUpOOHMYMX TpoueciB. OcoOiMBY yBary MPUAUICHO MiIIPUEMCTBAM XiMi4HOTO
MaIIMHOOYIyBaHHS B YMOBaX TpHBaro4oi BiliHu 3 Pociero (2014-2025), sika mpu3Bena 10 pyWHYBaHHS IIJTMX TPOMUCIOBHX KIACTEPIiB Y MiBHIYHUX, CXITHHX
Ta MiBJICHHUX perioHax Ykpainu.
VY nmocnijpkeHHI 3a3HAYCHO, IO iHTerpauis TexHouorid InmycTpii 4.0 — e He mPOCTO MIAHC, @ KPUTHYHO Ba)KIMBA YMOBA JUISL BiJHOBJICHHS YKPaiHCHKOT
MPOMHUCIIOBOCTI Ta MiABUILEHHS 1i KOHKYPEHTOCIPOMOXKHOCTI Ha MixkHapogHOMY piBHi. IIpoBenerno SWOT-anaiti3, 10 OXOMIIIOE BHYTPILIHI CHIIbHI CTOPOHH
(HasBHICTH KBaTipikoBaHUX KaJpiB, iHTerpawis 3 riaobansHuM IT-cekTopom), cnabki ctoponu (Hectada (hiHaHCIB, 3acTapina iHQPACTPYKTypa), MOKIUBOCTI
(mocTynm 10 €BPONEHCHKUX IPOTpaM, EKCIOPTHHH IMOTeHIian y cdepi NBOQYHKI[IOHAIBHUX TEXHOJIOTiH) Ta 3arpo3u (pyiHyBaHHS iH(PACTPyKTYypH,
iHBeCTULI}HA HENIPUBAOINBICTh, EMIrpaLlist IHXKEHEPIB).
ABTOpH HAaroJoIIyIOTh Ha HEOOXiAHOCTI NEep)KaBHOI MiATPHMKH, LiTLOBHX IHBECTHLIN Ta aKTUBi3alii CHiBHpali MK NMPOMHCIOBUMH MiANPHEMCTBAMH,
HAayKOBHMHM YCTaHOBAMH Ta MDKHAPOJIHHMH MAapTHEpaMU. BaXIMBHM € TakoX BIPOBAIKEHHs NPHHIUIIB IUPKYJISAPHOI €KOHOMIKH Ta TEXHOJIOTiYHOTO
dopcaiity. Yenix Ykpainu na uusxy mo Ingycrpii 4.0 3anexuTs He Jmuie Bi BHyTpimHix pedopm, ane if Bix nepemoru y BiiiHi, 1o 3abe3neunts
cTabuIbHICT i JOBipy. Y pa3i eeKTHBHOrO BHUKOPHCTAHHS HAsSBHOTO MOTEHLIaly, YKpaiHa Mae BCi IIAHCH NMPUEIHATHCSA IO KpaiH, WO JiJUPYIOTh y
r106anpHOMY TEXHOJIOTIIHOMY PO3BUTKY.
Kitrouosi cioBa: Ximiuna imkeHepis, ingycrpis 4.0, uuposisauis, NpoeKTyBaHHs i yrpasiiHHs npouecamu, MoaepHizauis, SWOT ananiz

Introduction. Industry 4.0, or the Fourth Industrial
Revolution, is fundamentally reshaping manufacturing
processes and business models worldwide. Based on the
widespread application of cyber-physical systems, the
Internet of Things (IoT), and big data, this concept opens
new approaches to automation, optimization, and integration
of manufacturing. In the sector of chemical industry
enterprises in Ukraine, such changes represent significant
opportunities for enhancing competitiveness, but at the same
time also bring serious challenges. Under modern market
conditions, the implementation of Industry 4.0 technologies
is critically important for the survival and development of all
industrial sectors, and especially for enterprises of the
chemical industry.

This article examines the impact of Industry 4.0 on
enterprises of chemical engineering in Ukraine, as well as the
advantages and difficulties associated with the adoption of
new technologies. The use of tools such as IoT sensors, cloud
platforms, and big data analytics enables enterprises to obtain
accurate and timely information about equipment status and
Production processes, predict possible failures, and optimize
production cycles. This can significantly improve production
efficiency, reduce costs, and enhance product quality. The
aim of the study is to identify existing and potential

problems, threats, and opportunities associated with the
formation and

development of Industry 4.0 in Ukraine for enterprises of
chemical engineering under force majeure circumstances —
the war with Russia (2014-2025) and the destruction of
entire industrial sectors in the northern, eastern, and southern
regions of the country.

The purpose is to investigate existing and potential issues,
threats, and opportunities related to the formation and
development of Industry 4.0 in Ukraine amidst force majeure

The importance and implementation of industry 4.0 in
the global Ukrainian contexts. State programs aimed at
implementing digital transformation in national economies
have already been adopted by developed countries such as
Germany ("Industrie 4.0," 2012), Italy ("La Fabbrica del
Futuro," 2013), the United Kingdom ("High Value
Manufacturing  Catapult,” 2014), the United States
("Industrial Internet Consortium," 2015), Japan ("Industrial
Value Chain Initiative," 2015), India ("Make in India,"
2015), France ("Usine du Futur," 2017), China ("Made in
China," 2017), Singapore ("Singapore Manufacturing
Consortium," 2017), Spain ("Industria Conectada 4.0,"
2018), and many others.
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Industry 4.0 enables rapid data collection, accumulation,
and analysis, ensuring production processes with minimal
costs. Industry 4.0 stimulates the development of new
manufacturing technologies (so-called "nanotechnologies")
by influencing the formation of global production systems
(See Fig 1.). One of the key ideas is the creation of “smart”
enterprises through the integration of robotic systems into
fully automated digital production.

In Ukraine, numerous problems persist: war, inflation,
corruption, political and social instability, high taxation,
limited access to financing, and more. The economy must
improve investment attractiveness, strengthen the
macroeconomic environment, and ensure stable financial
conditions. At the same time, Ukraine has strong potential:
enterprises of chemical engineering can potentially replicate
the success of its IT sector.

The main challenge for domestic enterprises in the
transition to Industry 4.0 is the almost complete absence of
priorities at the level of technical policy. Clear
transformation plans, specific budgets, and investments are
required. This demands state funding of the IT sector and a
motivation system for specialists (especially IT experts) to
work at domestic enterprises. Deeper integration with the
European Union is also crucial. Reforms in legislation,
taxation, education, science, and infrastructure play a key
role.

Evolution of Industrial Revolutions: Components of
Industry 4.0. Industry 4.0, or the Fourth Industrial
Revolution, marks the era of digital transformation in
production, uniting cyber-physical systems, the Internet of
Things, big data, artificial intelligence, and other advanced
technologies. This revolution fundamentally changes
approaches to manufacturing, management, and business
models, providing new levels of efficiency, productivity, and
flexibility.

For businesses in Ukraine, particularly in the chemical
engineering sector, the implementation of Industry 4.0
presents vast opportunities for development and enhancing
competitiveness.

For  Ukrainian enterprises, especially in the
electrotechnical sector, the introduction of Industry 4.0 opens
enormous prospects. Chemical industry enterprises play a
key role in the Ukrainian economy, providing jobs,
innovation, and stability. According to the Ukrainian
Chamber of Commerce and Industry, such enterprises
account for about 60% of employment.

However, they often lack financial resources,

(Dri\'m by the need to mechanize the textile industry i Britam, ﬂm\‘
First "Industrial” (at the end advent of steam engmes provided a more flexible and powerful energy
|of the 18th century) source, enabling machinery to operate mdependently of natural energy
- sources such as rivers. This revolution was founded on mnovations i won

@-mduction, steam engines, and the development of the textile industry.
Second "Technological”
(from the second half of the
19th century to the beginning
of the 20th century)

It involved the widespread use of CNC machines,

|Third "Information” (from the computer processing of qualitative and logistical information, and the

1970s) of various manual tasks such as aucu\mung inventory
mzmgmm‘t and planning. The focus was on using electronics and IT to
achieve further automation of production processes. J

qualified

Spanning from the second half of the 19th century to the early 20th)
century, this revolution was characterized by the implementation of the
Bessemer process for steel production and the of bly
line manufacturing, Exemplified by Henry Ford's conveyor belt This
period, encompassing Western Europe, the USA, and Japan, was driven
by scientific achievements rather than mere inventions. It saw the mass
production of high-quality steel, the expansion of railreads, the spread of
@mxmw, and the use of chemicals.

Starting in ﬂm 1970s, this era was marked by the use of computers in

/Also known as Industry 4.0, this revolution is driven by integrated\

mtall:gem pmcessas and products ﬂ:al generate big data, fundamentally

and creating new markets. It

involves not only the use of data in pmduclmn but also the integration of all

data from a wide range of manufacturing systems across the supply chain.

Thns revolution 1s based on the extensive use of cyber-physical systems to
the riented Internet of Things (IoT).

&lﬂ:ough not explicitly mentioned in the provided text, the concept of
Industry 5.0 can be inferred. It emphasizes human robot collaboration,

combining advanced technologies like AT and robotics with human

specialists, and modern technologies [1].

And it offers solutions to many of these issues by
providing tools for automation, optimization, and increased
productivity of manufacturing processes. Implementing IoT,
cyber-physical systems, big data analytics, and artificial
intelligence can help small and medium-sized enterprises
enhance efficiency, reduce costs, and improve product
quality. Moreover,

Fig. 1.General characteristics of industrial revolutions

Industry 4.0 technologies foster greater flexibility and
adaptability to market changes, which is especially crucial in
today's dynamic economic environment.

Using examples of successful implementations, analyzing
the current market state,
and proposing recommendations for Industry 4.0 is built
upon a range of advanced technologies that interact to create
smart factories, where machines, humans, and systems
exchange information in real time. Below, we discuss the key
components of Industry 4.0 and their impact on enterprises in
the chemical engineering sector.

Internet of Things (IoT) is a network of physical devices
connected to the Internet that can collect and exchange data.
In the context of manufacturing, [oT enables the creation of
smart factories where machines and equipment can be
automatically monitored and optimized. Implementing IoT
can significantly enhance production efficiency, reduce
equipment maintenance costs, and improve product quality
through continuous real-time data monitoring and analysis
[2].

Big Data refers to the processing and analysis of vast
amounts of data generated from various sources such as
sensors, machines, and manufacturing systems. Analyzing
big data enables businesses to derive valuable insights for
making more informed decisions, optimizing production, and
predicting potential failures.This allows small and medium-
sized enterprises to automate and optimize manufacturing
processes, increasing productivity and reducing human errors
[3].

Cloud technologies enable storing and processing data on
remote servers, providing access to information and
computational resources over the Internet. Using cloud
technologies allows small businesses to access powerful
computing resources without significant investments in their
own infrastructure, enhancing business flexibility and
scalability[4].

Ukrainian SMEs in the electrical engineering sector
exhibit significant potential for development owing to their
high product quality and experienced personnel. However,
successful adoption of Industry 4.0 hinges on overcoming
challenges such as limited financial resources and a shortage
of skilled professionals. Leveraging advanced technologies
can yield substantial benefits by enhancing efficiency, cutting
costs, improving product quality, and bolstering international
competitiveness. Simultaneously, it is crucial to address
potential threats linked to economic instability and
cybersecurity through strategic mitigation strategies. This
approach is essential for ensuring sustainable growth and
resilience in the global market landscape.

. SWOT ANALYSIS

The methodology for conducting the SWOT analysis was
based on official statistical reports from industry enterprises
as well as research conducted by scholars in chemical
engineering. Additionally, it incorporated assessments by
leading authors regarding the positive and negative aspects
present in the industry during wartime. This comprehensive

Fifth "Industry 5.0"
creativity and innovation. This revolution aims to create personalized,
sustainable solutions and further integrates human input with automated
processes, fostering a more adaptive and resilient manufacturing.
environment.
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approach provided a solid foundation for understanding the
current state and challenges of the industry, ensuring an in-
depth analysis of its strengths, weaknesses, opportunities,
and threats in the context of the ongoing conflict.

Regarding the Strengths of Ukraine's industrial
landscape is marked by a rapidly growing IT sector, well-
integrated into the global IT industry. The government's
awareness of Industry 4.0 challenges, alongside ongoing
decentralization  reforms, highlights the country's
commitment to digital transformation. Ukraine boasts
significant potential in key industries like chemical and
mechanical engineering for building. Universities, IT
professionals, and institutions under the National Academy
of Sciences provide a robust scientific foundation [5].
Additionally, over 100 organizations are actively offering
Engineering 4.0 solutions, underscoring the country's
innovative capacity.

An example of Ukraine's strengths in this context is the
burgeoning drone manufacturing sector, which demonstrates
the nation's ability to leverage advanced technologies for
military and civilian purposes. Ukrainian-made drones,
developed in response to wartime needs, have gained
recognition for their efficiency and innovation, contributing
to the defense sector and showcasing Ukraine's engineering
prowess on the global stage. This not only strengthens
national security but also positions Ukraine as a competitive
player in the global drone market. The SWOT analysis - in
Table 1. Concerning the Weaknesses. Despite these
strengths, Ukraine faces challenges in its pursuit of Industry
4.0. Government efficiency remains insufficient, with limited
regulatory influence over industrial sectors. The
government's capacity to engage with experts, the Academy
of Sciences, universities, and IT professionals is also
constrained, hampering collaborative efforts in Industry 4.0.
The absence of active national, regional, and sectoral
strategies further exacerbates these issues. The destruction of
Industry 4.0 ecosystems due to ongoing conflict has
weakened support for developers and hindered the creation
of an effective export strategy.

A major weakness is the lack of a robust legal and
regulatory framework to support the digital transformation of
industries. This is compounded by insufficient incentives for
businesses to adopt Industry 4.0 technologies, which leads to
a slow uptake and hinders progress [6]. The war has also
disrupted supply chains, making it difficult for industries to
source the necessary materials and components for
modernization efforts.

Desired results that can be obtained. Despite the bloody
war and the catastrophic destruction of the economy, Ukraine
has great opportunities due to the fact that, thanks to Western
partners, it gained access to European Industrialization 4.0
programs in the field of electrical engineering during the war.
It is still unknown how Ukrainian specialists will take
advantage of these unexpected opportunities, but if they
follow the "road maps", including those embedded in them,
this can ensure that the state of the domestic chemical
engineering industry is aligned with the world level of
development of the industry.

Ukraine has significant Opportunities for growth, in the

global and EU markets. The potential to leverage
international  programs for funding scientific and
technological advancements is substantial. Ukrainian

innovations, especially in military and dual technologies,
industrial automation and robotics, have strong export
potential, with the possibility of full integration into global
markets. The reduced workforce has increased demand for
automation and robotics in Ukrainian enterprises, driving
modernization efforts. The country's labor market, rich in

highly educated engineers and youth, is well-positioned to
meet the demands of Industry 4.0. Additionally, the
popularity of advanced technologies among the population
and the growing trust in national manufacturers provide a
favorable environment for the development of Industry 4.0.
Ukraine's enhanced international prestige and the potential
for large-scale reconstruction after the war present further
opportunities for growth and innovation. It should be noted
that there are large potential customers for both the latest
military technologies developed by Ukrainians in the field of
chemical engineering and dual technologies, both among
European countries and among the states of the Eastern
region and the Arab world. Entering these markets will
contribute to increasing the reputation, trust and authority of
national manufacturers and the entire chemical engineering
industry not only among the population of Ukraine, but also
throughout the world. And this can become the foundation
of the global transformation and restoration of Ukraine, its
economy and the entire chemical engineering industry after
the victory in the long-lasting and very bloody war of
national liberation with Russia in 2014-2025.

The production of drones in Ukraine is a prime example
of capitalizing on these opportunities. The high demand for
drones, both domestically and internationally, opens avenues
for Ukraine to establish itself as a leader in this niche market.
Collaborating with global partners, securing international
funding, and exporting drone technology can significantly
boost Ukraine's standing in the global Industry 4.0 landscape.

Furthermore, the reconstruction efforts post-war offer a
unique opportunity to rebuild with Industry 4.0 principles at
the forefront. This includes modernizing infrastructure,
adopting smart technologies, and ensuring that new
developments are sustainable and future-proof. By
positioning itself as a hub for innovation and technology, 1

Ukraine can attract foreign investment and expertise,
further accelerating its industrial transformation.

However, Ukraine's path to Industry 4.0 is fraught with

Threats. The ongoing war with Russia poses a significant
risk, leading to social instability and creating unattractive
conditions for investors. The country's dependency on debt
and the destruction of entire industrial sectors by the enemy
further exacerbate the situation.
The rapid brain drain of education engineers, compounded
processing industry, risks turning Ukraine's economy into a
raw material-based one. The degradation of industrial
innovation ecosystems, coupled with insufficient penalties
for environmental violations, threatens the sustainability of
Ukraine's industrial development. The widespread violations
of legislation due to the war and inadequate enforcement
measures further undermine the country's progress toward
Industry 4.0.

In conclusion, while Ukraine's strengths and
opportunities in Industry 4.0 are considerable, the
weaknesses and threats it faces are significant. The

production of drones exemplifies how Ukraine can leverage
its strengths and opportunities, but the challenges ahead
require strategic and concerted efforts to overcome [7]. The
war has undeniably complicated Ukraine's journey toward
Industry 4,0, but with resilience and innovation, the country
can navigate these challenges and emerge as a strong
contender in the global industrial landscape.

Integration of technological foresight and circular
economy. In the face of ongoing war, the development of
Industry 4.0 in Ukraine faces both unique challenges and
opportunities. Technological foresight plays a critical role in
this context, as demonstrated by leading multinational
corporations like Siemens and General Electric [8]. These
entities employ foresight not only to adapt to rapid
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technological changes but also to guide the broader
professional community. For Ukraine, the strategic
application of such foresight is essential to navigating the
complexities of Industry 4.0, especially in sectors like
chemical engineering, where resilience and innovation are
paramount [9].

Moreover, the concept of the circular economy offers
additional prospects for sustainable development within
Industry 4.0. The integration of recycling innovations, as
seen in European circular networks, can significantly
contribute to Ukraine's industrial resilience.

Multinational electrical manufacturing companies
(MNEMCs) have shown that active participation in circular
ecosystems leads to enhanced resource efficiency, knowledge
sharing, and collaborative innovation. For Ukraine,
embracing circular economy principles within Industry 4.0
could mitigate some of the war's detrimental effects, offering
a pathway to sustainable industrial growth Qq [10-12].

Thus, by combining technological foresight with circular
economy practices, Ukraine can leverage Industry 4.0 to
foster industrial innovation, economic resilience, and long-
term sustainability, even amid the ongoing conflict.

Table.1 — SWOT Analysis of Implementing and Developing Industry 4.0 in Ukraine during the war

Strengths

Weaknesses

Rapid growth and globalization (European integration) of
the IT industry.

Low operational efficiency of the Ukrainian government
(second to last in the rankings, according to WEF
evaluations).

Unification of Ukrainian innovators within the framework
of "Industry 4.0".

Lack of effective industrial, innovation, export, and digital
transformation strategies, among other development
strategies for the IT industry in Ukraine.

Initiation of reforms, particularly decentralization.

Absence of effective government support for developers and
innovators in Industry 4.0.

High potential of higher education institutions and
academies, which involve their representatives in
"Industry 4.0".

Low involvement of key stakeholders (IT sector, higher
education institutions, industrial engineering, etc.) in
Industry 4.0.

Significant potential for creating innovative technologies.

Short-term focus on key customers, lacking strategic
orientation.

Positive image of Ukrainian workers employed on
outsourcing terms.

Underdevelopment of the national manufacturing sector.

Establishment of cooperation with leading innovative
foreign companies.

Inadequate legal framework for the development of Industry
4.0 (e.g., low level of intellectual property protection).

Weak or non-existent regional and sectoral ecosystems for
Industry 4.0.

Opportunities

Threats

Collaboration with leading countries in the production
sector.

The gradual transformation of our country into a source of
labor through cooperation.

EU programs as sources of funding for science,
development, and more.

Increasing distrust of domestic businesses towards the state.

Manufacturing cooperation (integration into supply
chains) with global markets, including

outsourcing, freelancing, and export in the IT sector and
the field

of innovative developments.

Degradation of innovative ecosystems in the domestic
industry.

Large capacity of the domestic market.

Economic imbalance, turning the country into a raw material
exporter (reducing the share of the processing industry).

Increased penetration and further development of
innovative technologies across all sectors of domestic
industry.

Lagging behind industrially developed countries in most
strategic aspects of Industry 4.0.

Enhanced reputation of national producers in the
eyes of Ukrainians.

Increasing distrust of the state by existing businesses.

Securing expanded funding for scientific and
innovative developments within existing programs.

Unstable economic situation and high unemployment rates.

Victory in the war with russia and subsequent
national recovery.

High state budget expenditures and the country's debt
dependency.
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Conclusion In the field of Industry 4.0, Ukraine significantly
lags behind developed countries. The situation surrounding
Industry 4.0 has been analyzed in the conditions of the
national liberation war of 2014-2024. As a result of the
conducted SWOT analysis, strengths, weaknesses,
opportunities, and threats have been identified for Ukraine in
the adoption and utilization of Industry 4.0 tools during the
critical situation of the 2014-2025 armed conflict with
Russia. The analysis revealed insufficient effectiveness of
strengths and opportunities, which do not adequately
counterbalance the external threats. And this could become a
destructive factor for the state, its economy and for the entire
electrical engineering industry. But at the same time, despite
the long bloody war and the catastrophic destruction of the
economy, great opportunities opened up for Ukraine due to
the fact that, thanks to Western partners during the war, it
gained access to European programs on Industrialization 4.0
in the field of electrical engineering. And if the Ukrainian
Government and Ukrainian specialists take advantage of
these unexpectedly opened opportunities, it will ensure the
alignment of the state of the domestic electrical engineering
industry with the global level of industry development. But
this is possible only if the Ukrainian nation can withstand
and defeat Russia in this protracted and bloody war.

Thus, the activation of digital transformation, the
acceleration and improvement of the efficiency of the
implementation of the main tools of Industry 4.0 in the
electrical engineering industry of Ukraine, which were
actually stimulated, among others, by the war unleashed by
Russia, will have phenomenal results under the conditions of
such a long-awaited victory. As for future research
prospects, they include the development of a systemic
approach, promoting integration and cooperation between
enterprises, academic circles and educational institutions of
Ukraine under the supervision of the Government, aimed at
the promotion and implementation of innovative
technologies of Industry 4.0 in the electrotechnical industry,
including military-oriented and dual.
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